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How to Generate SSH Key

Introduction

SSH stands for Secure Shell and is a method used to establish a secure connection between two
computers.

SSH works by authenticating based on a key pair, with a private key being on a remote server and
the corresponding public key on a local machine. When the keys match, access is granted to the
remote user.

This guide will show you how to generate an SSH key pair in Windows using PuTTY.

Step 1: Install PUTTY

1. Browse to the developer’s page, and download the installer for PuTTY:
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

2. Double-click the downloaded file and follow the installation wizard to finish the installation.
On the initial dialog of the installation wizard, click Next.

Select the destination folder. Use the default installation configuration unless you have a specific
need to change it. Click Next to move on to the next screen.
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jﬁl PuTTY release 0.73 (B4-bit) Setup — >

Destination Folder
Click Next to install to the default folder or dick Change to choose another.

Install PUTTY release 0,73 (64-hit) to:

|C:‘|,Prugram FilesPuTTY},

Change. ..

Back Mext Cancel

Select PUTTY product features to be installed. Stick to the defaults if you do not have any specific
needs. Click Next to move on to the next screen.

ﬁ PuTTY release 0.73 (64-bit) Setup — pod

Product Features
Select the way you want features to be installed.

Install PUTTY files

Add shortcut to PUTTY on the Desktop

Put install directary an the PATH for command prompts
Associate PP files with PUTTYgen and Pageant

This feature requires 39348 on your hard drive.

Back Install Cancel
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e Once the process completes, click Finish to exit the installation wizard.

Step 2: Run the PuTTY SSH Key Generator

1. Press the Windows key.

2. Type puttygen.

3. Under Best Match, right-click PuTTYgen.
4. Click Run as administrator.

5. If prompted, click Yes on the Do you want to allow this app to make changes to your device? pop-
up.

Step 3: Use PUTTY to Create a Pair of SSH Keys

The process outlined below will generate RSA keys, a classic and widely-used type of encryption
algorithm. The PuTTY keygen tool offers several other algorithms — DSA, ECDSA, Ed25519, and SSH-1
(RSA).

If you require a different encryption algorithm, select the desired option under
the Parameters heading before generating the key pair.

1. In the PuTTY Key Generator window, click Generate.

2. Move the cursor around in the gray box to fill up the green bar.
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B2 PuTTY Key Generator 7 >
File Key Conversicns Help
Key

Flease generate some randomness by moving the mouse over the blank area.

Actions
Generate a public/private key pair Generate
Load an existing private key file Load
Save the generated key Save public key Save private key
Parameters
Type of key to generate:

RSA DSA ECDSA Ed25515 S5H-1 (R5A)
Mumber of bits in a generated key: 2048

3. Save the public key:
Click the button labeled Save public key.
Choose a location to save the key.

Give the key a name (e.g., putty_key.pub)
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gsh1sa

AAAABINzaC Tyc ZEAAAABIOAAAD EAsdFE YiFesd KBbvpg BEIG BhlzmWIFSKG YagW
hinwOth Mpzt 9+ Fowtf 60X AOCgd TCByWiwjkbpe SIHIFZ5c./HBW ShCz 2y Tzt | /gz 3nBTIX
BDgPoleVOwVmllzCeurAQegwbcln 5Bn3GJ6AhjoGOHED YU 7G/EEB 7oy R DG ERG 50
ANDIFP/PTDg3hh 255 ABFyWrieGSRLLyAM 1 Cyk ALULST T R YLENAg 1cIMPLCXWS W

]

Key fingerprint; |ssh-rs.a 2048 65:cd.ed 4cff.81:53:1a:24.de: 15:43. 7450385 |
Key comment: |rsa-|-;e1_.'-2'|}2'|}|}424 |
Key passphrase: | |

Corfirm passphrase: |

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key

Parameters

Type of key to generate:
(@ R5A () DSA

Mumber of bits in a generated key:

(O ECDSA

(O Ed25519

Generate
Load

Save private key

() 55H-1 (RSA)

4. Save the private key:
Click the Conversions menu at the top.

Click Export OpenSSH key.

You'll be asked if you want to save a key without a passphrase. Click Yes.

Choose a location to save the key (usually the same folder as the public key).

Give the key a name (e.g., putty_key).
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Copy Public Key To Server

The OpenSSH public key is located in the box under Key / Public key for pasting info OpenSSH
authorized_keys file:. The public key begins with ssh-rsa followed by a string of characters

Highlight entire public key within the PuTTY Key Generator and copy the text.
Launch PuTTY and log into the remote server with your existing user credentials.
Use your preferred text editor to create and/or open the authorized_keys file:
vi ~/.ssh/authorized_keys

Paste the public key into the authorized_keys file.

ssh-rsa

2 TV Koy Gt ] |
File Key Conversions Help
[ Key

sl Tosehie, Public key for pastng into OpenSSH authorized_keys file

0YolpiEPMsiMHVbb TDZu/FROZL dmylhet SaknL 0

V) “o 0N o :
N\ Keyfingepnt:  sshrsa 2048 SHA256 ApHMgSr aHEo TLnEeJ0PX T3 TemmGic Tepd+BYUsRo
/ " . )\ Key comment rsakey- 20220323

Key passphrase:
’ ‘ Corfim passphrase
\ Actions
" / '. Generate a public/private key parr vau
' ‘ ‘ ' Load an existing prvate key fle . Load
W\ — ) i
\\‘ '/" / _—
Type of
N, & ’,,/ S ma rte oo ok ECOSA E4DSA SSH1 RSA)
"g ,/ Number of bits in a generated key 2048

For F5 the format would be appended with username and host ip as well.
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ssh-rsa

1. Save the file and close the text editor.

2. Adjust the permissions of the authorized_keys file so that the file does not allow group

writable permissions.

chmod 600 ~/.ssh/authorized_keys

3. Logout of the remote server.

Connect To Server Using Your SSH Keys

To use your SSH keys, copy your public SSH key to the remote system you want to connect to, in our
case it is F5 device. Use your private SSH key on your own system. Your private key will match up
with the public key, and grant access.

Enter the remote server Host Name or IP address under Session.
Navigate to Connection > SSH > Auth.
Click Browse... under Authentication parameters / Private key file for authentication.

Locate the putty_key.private.ppk private key and click Open.

v AW e

Finally, click Open again to log into the remote server with key pair authentication.
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PuTTY Configuration
Wrved Sk g
ol Category
Keyboard
Bel
Features

Window

Data

Host keys

Options controling SSH authentication

 Display pre-authentication banner (SSH-2 only)
Bypass authentication entirely (SSH-2 only)
Disconnect f authentication succeeds nvialy
Auhentication methods
V Atempt authentication usng Pageant
Attempt TIS or CryptoCard auth (SSH-1)
V| Atempt “keyboardnteractive” auth (SSH-2)
Authentication parameters
Alow agent forwardng
Alow attempted changes of usemame in SSH-2
Private key file for authentication

C:\Users\Administrator\Desktop \Python | Browse... |

ONS

'utshort Choice..

You put the username with which you want to connect and device will respond without any

password through keys management.
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